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DEPARTMENT OF THE TREASURY

Office of Foreign Assets Control

Notice of OFAC Sanctions Action

AGENCY: Office of Foreign Assets Control, Treasury.

ACTION: Notice.

SUMMARY: The U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC)
is publishing the name of 11 individuals that have been placed on OFAC’s Specially Designated
Nationals and Blocked Persons List based on OFAC’s determination that one or more applicable
legal criteria were satisfied. All property and interests in property subject to U.S. jurisdiction of
these individuals are blocked, and U.S. persons are generally prohibited from engaging in
transactions with these individuals.

DATES: See Supplementary Information section for effective date(s).

FOR FURTHER INFORMATION CONTACT: OFAC: Andrea Gacki, Director, tel.: 202-
622-2490; Associate Director for Global Targeting, tel.: 202-622-2420; Assistant Director for
Licensing, tel.: 202-622-2480; Assistant Director for Regulatory Affairs, tel.: 202-622-4855; or

the Assistant Director for Compliance, tel.: 202-622-2490.

SUPPLEMENTARY INFORMATION:

Electronic Availability

The Specially Designated Nationals and Blocked Persons List and additional information
concerning OFAC sanctions programs are available on OFAC’s website

(https://ofac.treasury.gov/).

Notice of OFAC Action



On September 7, 2023, OFAC determined that the property and interests in property

subject to U.S. jurisdiction of the following individuals are blocked under the relevant sanctions

authorities listed below.

Individual:

1.

CHERNOV, Mikhail Vadimovich (Cyrillic: YHEPHOB, Muxawun Bagumosu4) (a.k.a.
“BULLET”), Russia; DOB 26 Jan 1986; nationality Russia; citizen Russia; Gender Male;
Secondary sanctions risk: Ukraine-/Russia-Related Sanctions Regulations, 31 CFR
589.201 (individual) [CYBER?2].

Designated pursuant to section I(a)(ii1)(B) of Executive Order 13694 of April 1, 2015,
“Blocking the Property of Certain Persons Engaging in Significant Malicious Cyber-
Enabled Activities,” 80 FR 18077, 3 CFR, 2015 Comp., p. 297, as amended by Executive
Order 13757 of December 28, 2016, “Taking Additional Steps to Address the National
Emergency With Respect to Significant Malicious Cyber-Enabled Activities,” 82 FR 1, 3
CFR, 2016 Comp., p. 659 (E.O. 13694, as amended) for having materially assisted,
sponsored, or provided financial, material, or technological support for, or goods or
services to or in support of, an activity described in section 1(a)(ii) of E.O. 13694, as
amended.

GALOCHKIN, Maksim (a.k.a. “BENTLEY”; a.k.a. “CRYPT”; a.k.a. “VOLHVB”),
Abakan, Russia; DOB 19 May 1982; nationality Russia; Email Address volhvb@mail.ru;
alt. Email Address volhvb@]live.ru; alt. Email Address volhvb@yandex.ru; alt. Email
Address volhvb@gmail.com; Gender Male; Secondary sanctions risk: Ukraine-/Russia-
Related Sanctions Regulations, 31 CFR 589.201 (individual) [CYBER2].

Designated pursuant to section I(a)(ii1)(B) of Executive Order 13694 of April 1, 2015,
“Blocking the Property of Certain Persons Engaging in Significant Malicious Cyber-
Enabled Activities,” 80 FR 18077, 3 CFR, 2015 Comp., p. 297, as amended by Executive
Order 13757 of December 28, 2016, “Taking Additional Steps to Address the National
Emergency With Respect to Significant Malicious Cyber-Enabled Activities,” 82 FR 1, 3
CFR, 2016 Comp., p. 659 (E.O. 13694, as amended) for having materially assisted,
sponsored, or provided financial, material, or technological support for, or goods or
services to or in support of, an activity described in section 1(a)(ii) of E.O. 13694, as
amended.

. KHALIULLIN, Maksim Marselevich (Cyrillic: XAJIMYJIJIMH, Makcum MapceneBud)

(a.k.a. “KAGAS”), Chelyabinsk, Russia; DOB 28 Feb 1993; nationality Russia; Gender
Male; Secondary sanctions risk: Ukraine-/Russia-Related Sanctions Regulations, 31 CFR
589.201 (individual) [CYBER?2].

Designated pursuant to section 1(a)(iii)(B) of E.O. 13694, as amended, for having
materially assisted, sponsored, or provided financial, material, or technological support
for, or goods or services to or in support of, an activity described in section 1(a)(ii) of
E.O. 13694, as amended.

KUROV, Artem (Cyrillic: KYPOB, Aptem) (a.k.a. “NANED”), Kaluga, Obninsk,
Russia; DOB 30 Mar 1993; nationality Russia; citizen Russia; Gender Male; Secondary



sanctions risk: Ukraine-/Russia-Related Sanctions Regulations, 31 CFR 589.201;
Passport 2912565616 (Russia) (individual) [CYBER?2].

Designated pursuant to section 1(a)(iii)(B) of E.O. 13694, as amended, for having
materially assisted, sponsored, or provided financial, material, or technological support
for, or goods or services to or in support of, an activity described in section 1(a)(ii) of
E.O. 13694, as amended.

. LOGUNTSOV, Sergey, Saint Petersburg, Russia; DOB 15 Jul 1983; nationality Russia;
Gender Male; Secondary sanctions risk: Ukraine-/Russia-Related Sanctions Regulations,
31 CFR 589.201 (individual) [CYBER?2].

Designated pursuant to section I1(a)(ii1)(B) of E.O. 13694, as amended, for having
materially assisted, sponsored, or provided financial, material, or technological support
for, or goods or services to or in support of, an activity described in section 1(a)(ii) of
E.O. 13694, as amended.

. MOZHAEYV, Alexander Vyacheslavovich (Cyrillic: MOXXAEB, Anekcannp
BsuecnaBosuu) (a.k.a. “GREEN”; a.k.a. “ROCCQO”), Russia; DOB 02 Oct 1978;
nationality Russia; Gender Male; Secondary sanctions risk: Ukraine-/Russia-Related
Sanctions Regulations, 31 CFR 589.201 (individual) [CYBER2].

Designated pursuant to section 1(a)(ii1)(B) of E.O. 13694, as amended, for having
materially assisted, sponsored, or provided financial, material, or technological support
for, or goods or services to or in support of, an activity described in section 1(a)(ii) of
E.O. 13694, as amended.

. PUTILIN, Dmitry Sergeyevich (Cyrillic: ITYTHUJINH, Imutpuii Cepreesuy) (a.k.a.
“GRAD”; a.k.a. “STAFF”), Chelyabinsk 454119, Russia; DOB 24 Apr 1993; nationality
Russia; Gender Male; Secondary sanctions risk: Ukraine-/Russia-Related Sanctions
Regulations, 31 CFR 589.201 (individual) [CYBER2].

Designated pursuant to section I1(a)(ii1)(B) of E.O. 13694, as amended, for having
materially assisted, sponsored, or provided financial, material, or technological support
for, or goods or services to or in support of, an activity described in section 1(a)(ii) of
E.O. 13694, as amended.

. RUDENSKIY, Maksim, Saint Petersburg, Russia; DOB 01 Nov 1977; nationality Russia;
Email Address rfonin@gmail.com; alt. Email Address mfonin@jabber.ru; Gender Male;
Secondary sanctions risk: Ukraine-/Russia-Related Sanctions Regulations, 31 CFR
589.201 (individual) [CYBER?2].

Designated pursuant to section 1(a)(ii1)(B) of E.O. 13694, as amended, for having
materially assisted, sponsored, or provided financial, material, or technological support
for, or goods or services to or in support of, an activity described in section 1(a)(i1) of
E.O. 13694, as amended.

. TSAREYV, Mikhail Mikhailovich (a.k.a. “GRACHEV, Alexander”; a.k.a. “IVANOV
MIXAIL”; a.k.a. “MANGO”; a.k.a. “MISHA KRUTYSHA”; a.k.a. “SUPER MISHA”;
a.k.a. “TSAREV, Nikita Andreevich”), Serpukhov, Russia; DOB 20 Apr 1989;
nationality Russia; Email Address tsarev89@gmail.com; Gender Male; Secondary



10.

11.

sanctions risk: Ukraine-/Russia-Related Sanctions Regulations, 31 CFR 589.201
(individual) [CYBER2].

Designated pursuant to section 1(a)(iii)(B) of E.O. 13694, as amended, for having
materially assisted, sponsored, or provided financial, material, or technological support
for, or goods or services to or in support of, an activity described in section 1(a)(ii) of
E.O. 13694, as amended.

VALIAKHMETOV, Vadym Firdavysovych (Cyrillic: BAJIMAXMETOB, Bagum
dupnasucosny) (a.k.a. VALIAKHMETOV, Vadim; a.k.a. “MENTOS”; a.k.a. “VASM”;
a.k.a. “WELDON”), Russia; DOB 07 May 1981; nationality Russia; Gender Male;
Secondary sanctions risk: Ukraine-/Russia-Related Sanctions Regulations, 31 CFR
589.201 (individual) [CYBER?2].

Designated pursuant to section 1(a)(ii1)(B) of E.O. 13694, as amended, for having
materially assisted, sponsored, or provided financial, material, or technological support
for, or goods or services to or in support of, an activity described in section 1(a)(ii) of
E.O. 13694, as amended.

ZHUYKOV, Andrey (a.k.a. “DEFENDER?”; a.k.a. “DIF”), Sochi, Russia; Yekaterinburg,
Russia; DOB 18 Feb 1982; nationality Russia; Email Address megaprof(@gmail.com; alt.
Email Address refflex@gmail.com; Gender Male; Secondary sanctions risk: Ukraine-
/Russia-Related Sanctions Regulations, 31 CFR 589.201 (individual) [CYBER?2].

Designated pursuant to section I1(a)(ii1)(B) of E.O. 13694, as amended, for having
materially assisted, sponsored, or provided financial, material, or technological support
for, or goods or services to or in support of, an activity described in section 1(a)(ii) of
E.O. 13694, as amended.

Dated: October 2, 2023.

Bradley T. Smith,
Director,
Office of Foreign Assets Control,

U.S. Department of the Treasury.
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