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RIN 2900-AQ41

VA Acquisition Regulation: Acquisition of Information Technology; and Other
Contracts for Goods and Services involving Information, VA Sensitive
Information, and Information Security; and Liquidated Damages Requirements for
Data Breach

AGENCY: Department of Veterans Affairs.

ACTION: Proposed rule.

SUMMARY: The Department of Veterans Affairs (VA) is proposing to amend and
update its VA Acquisition Regulation (VAAR) in phased increments to revise or remove
any policy superseded by changes in the Federal Acquisition Regulation (FAR), to
remove procedural guidance internal to VA into the VA Acquisition Manual (VAAM), and
to incorporate any new agency specific regulations or policies. This rulemaking revises
the VAAR by adding a part covering Acquisition of Information Technology and revising
coverage concerning Other Contracts for Goods and Services involving mandatory
information, privacy, and security requirements to include policy concerning VA
Sensitive Personal Information, information security, and liquidated damages
requirements for data breach in the following parts: Administrative and Information
Matters; Describing Agency Needs; Protection of Privacy and Freedom of Information,
as well as Acquisition of Commercial Items. It also revises affected parts concerning

Definitions of Words and Terms, and Solicitation Provisions and Contract Clauses.

DATES: Comments must be received on or before [Insert date 60 days after date of

publication in the FEDERAL REGISTER] to be considered in the formulation of the

final rule.



ADDRESSES: Written comments may be submitted through www.Regulations.gov or
mailed to Mr. Rafael Taylor, 003A2A, Department of Veterans Affairs, Procurement
Policy and Warrant Management Services (PPS), 810 Vermont Avenue NW, 20420,
Washington, DC 20420. Comments should indicate that they are submitted in response
to “RIN 2900-AQ41—VA Acquisition Regulation: Acquisition of Information Technology;
and Other Contracts for Goods and Services involving Information, VA Sensitive
Personal Information, and Information Security, and Liquidated Damages Requirements
for Data Breach.” Comments received will be available at regulations.gov for public

viewing, inspection or copies.

FOR FURTHER INFORMATION CONTACT: Mr. Rafael N. Taylor, Senior Procurement
Analyst, Procurement Policy and Warrant Management Services, 003A2A, 810 Vermont

Avenue NW, Washington, DC 20420, (202) 714-8560. (This is not a toll-free number.)

SUPPLEMENTARY INFORMATION:
Background

This rulemaking is issued under the authority of the Office of Federal
Procurement Policy (OFPP) Act which provides the authority for an agency head to
issue agency acquisition regulations that implement or supplement the FAR.

VA is proposing to revise the VAAR to add new policy or regulatory
requirements, to update existing policy, and to remove any redundant guidance where it
may exist in affected parts, and to place guidance that is applicable only to VA'’s internal
operating processes or procedures in the VAAM. Codified acquisition regulations may
be amended and revised only through rulemaking. All amendments, revisions, and
removals have been reviewed and concurred with by VA’s Integrated Product Team of

agency stakeholders.



The VAAR uses the regulatory structure and arrangement of the FAR and
headings and subject areas are consistent with the FAR content. The VAAR is divided
into subchapters, parts (each of which covers a separate aspect of acquisition),
subparts, sections, and subsections.

The Office of Federal Procurement Policy Act, as codified in 41 U.S.C. 1707,
provides the authority for the Federal Acquisition Regulation and for the issuance of
agency acquisition regulations consistent with the FAR.

When Federal agencies acquire supplies and services using appropriated funds,
the purchase is governed by the FAR, set forth at title 48 Code of Federal Regulations
(CFR), chapter 1, parts 1 through 53, and the agency regulations that implement and
supplement the FAR. The VAAR is set forth at title 48 CFR, chapter 8, parts 801
through 873.

Discussion and Analysis

VA proposes to make the following changes to the VAAR in this phase of its
revision and streamlining initiative. This rule adds a new VAAR part 839 along with
proposed revisions to other parts as described below. Where necessary, procedural
guidance has been considered for inclusion in VA’s internal agency operating
procedures in accordance with FAR 1.301(a)(2). Similarly, delegations of authorities will
be included in the VA Acquisition Manual (VAAM) as internal agency guidance. These
changes seek to streamline and align the VAAR with the FAR and remove outdated and
duplicative requirements and reduce burden on contractors. The VAAM incorporates
portions of the removed VAAR as well as other internal agency acquisition procedures.
VA will rewrite certain parts of the VAAR and VAAM, and as VAAR parts are rewritten,
will publish them in the Federal Register. VA will combine related topics, as appropriate.
The VAAM is being created in parallel with these revisions to the VAAR and is not

subject to the rulemaking process as the VAAM contains internal VA procedures and



guidance. Therefore, the VAAM will not be finalized and available online for any new
parts until corresponding VAAR parts are finalized.

VAAR Part 802—Definitions of Words and Terms

VA proposes to add the following 11 definitions in section 802.101 to reflect
terms VA uses in more than one part as related to the amendatory text, parts and
clauses and provisions outlined in this VAAR case: Business Associate, Business

Associate Agreement (BAA), Gray market items, Information system, Information

technology, Information technology-related contracts, Privacy officer, Security plan,

Sensitive personal information, VA Information Security Rules of Behavior for

Organizational Users, and VA sensitive information.

VAAR Part 804—Administrative and Information Matters

We propose to add the following authorities to part 804:

38 U.S.C. 5723, which requires all users of VA information and information
systems to 1) Comply with all VA security policies, procedures, and practices; 2)
Take security awareness training on at least an annual basis; 3) Report all actual
or suspected security and privacy incidents immediately to the Information
System Security Officer (ISSO) or Privacy Officer of the facility and to their
immediate supervisor (in VA contracts contractors will be required to report
security incidents to the contracting officer and the contractor officer’s
representative (COR), as identified or directed in the contract, within one hour of
discovery or suspicion); and 4) Sign and acknowledge VA'’s Information Security
Rules of Behavior for Organizational Users (i.e., “VA National Rules of Behavior”)
on an annual basis;

38 U.S.C. 5724, which requires VA, in the event the Secretary determines there

exists a reasonable risk for the potential misuse of sensitive personal information



involved in a data breach, to provide credit protection services, as well as
notification to the affected individual; and

e 38 U.S.C. 5725(a)-(c), which requires the Secretary to ensure that if a contract is
entered into for the performance of any Department function that requires access

to sensitive personal information include, as a condition of the contract, that a

contractor shall not, directly or through an affiliate of the contractor, disclose such

information to any other person unless the disclosure is lawful and is expressly
permitted under the contract. This statute also requires the contractor, or any
subcontractors under the contract, to promptly notify VA (within one hour of
discovery or suspicion) of any actual or suspected data breach that occurs with
respect to sensitive personal information. It further requires that each such
contract is subject to liquidated damages to be paid by the contractor to VA in the
event of a data breach of any sensitive personal information processed or
maintained by the contractor or any subcontractor under the contract. Such
liquidated damages will be used for the purpose of VA providing credit protection
services.

VA proposes to amend part 804 by adding subpart 804.19, Basic Safeguarding
of Covered Contractor Information Systems, and sections 804.1900-70, Scope of
subpart; 804.1902, Applicability; 804.1970, Information security policy—contractor
general responsibilities; and 804.1903, Contract clause.

In section 804.1900-70, Scope of subpart, it would state that the subpart
prescribes policies and procedures for information security and protection of VA
information, information systems, and VA sensitive information, including sensitive
personal information.

In section 804.1902, Applicability, VA stipulates that the subpart would apply to

all VA acquisitions, including acquisitions of commercial items other than commercially



available off-the-shelf items, when a contractor's information system may contain VA

information.

In section 804.1970, Information security policy—contractor general

responsibilities, VA provides policy requiring contractors, subcontractors, business

associates and their employees who are users of VA information or information

systems, or have access to VA information and VA sensitive information to—

Comply with all VA information security program policies, procedures, practices
and related contract requirements, specifications and clauses;

Complete VA security awareness training on an annual basis;

Complete VHA’s Privacy and Health Insurance Portability and Accountability Act
of 1996 (HIPAA) Training on an annual basis when access to protected health
information (PHI) is required;

Report all actual or suspected security/privacy incidents and reporting
information to the contracting officer, and COR as identified or as directed in the
contract, within one hour of discovery or suspicion;

Comply with VA policy as it relates to personnel security and suitability program
requirements for background screening of both employees and non-employees
who have access to VA information systems and data;

Comply with directions that may be issued by the contracting officer or COR, or
from the VA Assistant Secretary for Information and Technology or a designated
representative through the contracting officer or COR, directing specific activities
when a security/privacy incident occurs;

Sign an acknowledgment that they have read, understand, and agree to abide by
the VA Information Security Rules of Behavior for Organizational Users (VA
National Rules of Behavior) as required by 38 U.S.C. 5723, FAR 39.105, Privacy,

and clause 852.204-71, Information and Information Systems Security, on an



annual basis. The VA Information Security Rules of Behavior describe the
responsibilities and expected behavior of contractors, subcontractors, business
associates and their employees who are users of VA information or information
systems, information assets and resources, or have access to VA information;
Maintain records and compliance reports regarding HIPAA Security and Privacy
Rule compliance in order to provide such information to VA upon request to
ascertain whether the business associate is complying with all applicable
provisions under both rules’ regulatory requirements; and

Flow down requirements in all subcontracts and Business Associate Agreements
(BAAs), at any level, as provided in the clause at 852.204-71, Information and
Information Systems Security.

Section 804.1903, Contract clause, would require contracting officers to insert

clause 852.204-71, Information and Information Systems Security, as further described

in VAAR part 852 below in the preamble, when FAR clause 52.204-1, Basic

Safeguarding of Covered Contractor Information Systems is required to be included in

accordance with FAR 4.1903.

VAAR Part 811—Describing Agency Needs

We propose to add the following authorities to supplement the existing

authorities for the proposed policies and procedures under part 811 as follows:

38 U.S.C. 5723, which requires all users of VA information and information
systems to 1) Comply with all VA security policies, procedures, and practices; 2)
Take security awareness training on at least an annual basis; 3) Report all actual
or suspected security and privacy incidents and report the information to the
appropriate Information System Security Officer (ISSO) or Privacy Officer of the
facility and to their immediate supervisor (in VA contracts contractors will be

required to report security incidents to the contracting officer and the contractor



officer’s representative (COR), as identified or directed in the contract, within one
hour of discovery or suspicion); and 4) Sign and acknowledge VA’s Information
Security Rules of Behavior for Organizational Users (i.e., VA National Rules of
Behavior) on an annual basis.

e 38 U.S.C. 5724, which requires VA, in the event the Secretary determines there
exists a reasonable risk for the potential misuse of sensitive personal information
involved in a data breach, to provide credit protection services, as well as
notification to the affected individual.

e 38 U.S.C. 5725(a)-(c), which requires the Secretary to ensure that if a contract is
entered into for the performance of any Department function that requires access
to sensitive personal information include, as a condition of the contract, that a
contractor shall not, directly or through an affiliate of the contractor, disclose such
information to any other person unless the disclosure is lawful and is expressly
permitted under the contract. This statute also requires the contractor, or any
subcontractors under the contract, to promptly notify VA (within one hour of
discovery or suspicion) of any actual or suspected data breach that occurs with
respect to sensitive personal information. It further requires that each such
contract is subject to liquidated damages to be paid by the contractor to VA in the
event of a data breach of any sensitive personal information processed or
maintained by the contractor or any subcontractor under the contract. Such
liquidated damages will be used for the purpose of VA providing credit protection
services.

We propose to add a new subpart 811.5, Liquidated damages, including
underlying sections as follows:
We propose to add 811.500, Scope, that would provide that the subpart is to

prescribe policies and procedures for using a liquidated damages clause in solicitations



and contracts that involve sensitive personal information. It also states that it pertains to
any solicitations and contracts involving sensitive personal information issued by
another agency for or on behalf of VA through an interagency acquisition in accordance
with (IAW) FAR subpart 17.5 and VAAR subpart 817.5.

We propose to add 811.501-70, Policy—statutory requirement, that provides that
contracting officers are required to include a liquidated damages clause pertaining to
the protection of sensitive personal information in accordance with 38 U.S.C. 5725(b), to
be paid by the contractor to the VA for the provision of credit protection services to
affected individuals pursuant to 38 U.S.C. 5724(b) in the event of a data breach with
respect to any sensitive personal information processed or maintained by the contractor
or any subcontractor under the contract.

We propose to add 811.503-70, Contract clause, that would prescribe new
clause 852.211-76, Liquidated Damages—Reimbursement for Data Breach Costs, as
described in the section describing the proposed revisions to part 852 in this preamble.
The proposed clause would be required to be incorporated in VA solicitations, contracts,
purchase orders, and other instruments (for both commercial and non-commercial
acquisitions, as well as when using the procedures of FAR parts 8 and/or 12, or FAR
part 13 as described in the Alternate versions of the clause), when access to sensitive
personal information (as defined in 38 U.S.C. 5727 and in part 839) is required whether
as a contractor, subcontractor, business associate or an employee of one of these
entities. The clause—

e Would prohibit the disclosure of sensitive personal information to any other
person or entity unless the disclosure is lawful and is expressly permitted under
the contract;

¢ Would require contractors, subcontractors, business associates or their

employees to promptly notify the contracting officer and the contracting officer’s



representative (COR), of any security incident that occurs involving sensitive
personal information; and

e Would require that if the contractor fails to protect sensitive personal information,
the contractor shall, in the event of a data breach, in place of actual damages,
pay to the Government liquidated damages per affected individual in an amount
to be specified and inserted by the contracting officer in accordance with current
VA internal policy. The amount to be inserted by the contracting officer would
represent an estimate of the cost per affected individual for VA to provide credit
protection services (e.g., notification, credit monitoring and related support) for
individuals affected by a data breach.

VAAR Part 812—Acquisition of Commercial ltems

We propose to amend 812.301, Solicitation provisions and contract clauses for
the acquisition of commercial items, by removing a prescription for clause 852.212-70.
This clause, which required contracting officers to review and check provisions and
clauses that apply, has been removed as unnecessary and redundant to the normal
selection process for provisions and clauses.

This section will also be amended by removing a prescription for clause 852.212-
71, Gray Market ltems, and to add prescriptions for two new clauses: 852.212-71, Gray
Market and Counterfeit Iltems, and 852.212-72, Gray Market and Counterfeit ltems—
Information Technology Maintenance Allowing Other-than-New Parts. The new clauses
were originally released as a VAAR Class Deviation and will be codified via this rule.

VAAR Part 824—Protection of Privacy and Freedom of Information

We propose to add the following authorities to part 824:
e 38 U.S.C. 5723, which requires all users of VA information and information
systems to 1) Comply with all VA security policies, procedures, and practices; 2)

Take security awareness training on at least an annual basis; 3) Report all actual



or suspected security and privacy incidents immediately to the Information
System Security Officer (ISSO) or Privacy Officer of the facility and to their
immediate supervisor (in VA contracts contractors will be required to report
security incidents to the contracting officer and the contractor officer’s
representative (COR)), as identified or directed in the contract, within one hour of
discovery or suspicion); and 4) Sign and acknowledge VA'’s Information Security
Rules of Behavior for Organizational Users (i.e., “VA National Rules of Behavior”)
on an annual basis.

38 U.S.C. 5724, which requires VA, in the event the Secretary determines there
exists a reasonable risk for the potential misuse of sensitive personal information
involved in a data breach, to provide credit protection services, as well as
notification to the affected individual.

38 U.S.C. 5725 (a)-(c), which requires the Secretary to ensure that if a contract is
entered into for the performance of any Department function that requires access
to sensitive personal information include, as a condition of the contract, that a
contractor shall not, directly or through an affiliate of the contractor, disclose such
information to any other person unless the disclosure is lawful and is expressly
permitted under the contract. This statute also requires the contractor, or any
subcontractors under the contract, to promptly notify VA (within one hour of
discovery or suspicion) of any actual or suspected data breach that occurs with
respect to sensitive personal information. It further requires that each such
contract is subject to liquidated damages to be paid by the contractor to VA in the
event of a data breach of any sensitive personal information processed or
maintained by the contractor or any subcontractor under the contract. Such
liquidated damages will be used for the purpose of VA providing credit protection

services.



We propose to amend VAAR part 824 under subpart 824.1, Protection of
Individual Privacy, by adding sections 824.103-70, Protection of privacy—general
requirements and procedures related to Business Associate Agreements, and 824.103-
71, Liquidated damages—protection of information.

We propose to add 824.103-70, Protection of privacy—general requirements and
procedures related to Business Associate Agreements (BAAs), to establish policy. This
would ensure compliance with unique responsibilities to protect protected health
information, and require contractors performing under VA contracts subject to unique
PHI and Health Insurance Portability and Accountability Act (HIPAA) to comply with
requirements in this section. It describes the requirement for a Business Associate
Agreement and when that applies. It describes that the Veterans Health Administration
(VHA) is a HIPAA Covered Entity. VHA is the only administration of the Department of
Veterans Affairs that is a HIPAA Covered Entity under the HIPAA Privacy Rule. It would
further require that contractors or entities required to execute BAAs for contracts and
other agreements become VHA business associates. It also describes those instances
where other components within VA Administrations may also provide certain services
and support to VHA and must receive PHI in order to do so. If these components award
contracts or enter into other agreements, purchase/delivery orders, modifications and
issue governmentwide purchase card transactions to help in the delivery of these
services to VHA, they will also fall within the requirement to obtain a satisfactory
assurance from these contractors by executing a BAA. Basically, it would require
contractors, subcontractors, and their employees, where HIPAA protected health
information (PHI) is created, received, maintained, or transmitted, or that will be stored,
generated, accessed, exchanged, processed, or utilized in order to perform certain
health care operations activities or functions on behalf of the Veterans Health

Administration (VHA) as a covered entity, to execute a BAA.



In 824.103-71, Liquidated damages—protection of information, it reinforces the
applicability of a liquidated damages clause as prescribed at 811.503-70 when
performance under a contract requires a contractor to enter into a business associate
agreement with VHA because the contractor or its subcontractor is required to create,
receive, maintain, or transmit VHA PHI or is required to store, generate, access,
exchange, process, or utilize PHI, for certain services or functions, on behalf of VHA.
The liquidated damages clause would be required to be added even in situations where
the prime contractor never directly receives VA'’s sensitive personal information and the
same flows directly to the prime contractor’s subcontractor.

VAAR Part 839—Acquisition of Information Technology

We propose to add part 839, Acquisition of Information Technology, to implement
and supplement FAR part 39, Acquisition of Information Technology, to incorporate, in
consonance and together with the FAR, VA policies, procedures, and contract clauses
necessary to control the relationship between VA and contractors or prospective
contractors concerning unique aspects of the acquisition of information technology or
service contracts related to information technology

We propose to include the following authorities as the authority for the proposed
policies and procedures under part 839: 38 U.S.C. 5723; 5724; 5725(a)—(c); 40 U.S.C.
121(c); 40 U.S.C. 11319(b)(1)(C); 41 U.S.C. 1121(c)(3); 1303 and 1702; and 48 CFR
1.301-1.304. The authorities are described as follows—

e 38 U.S.C. 5723, which requires all users of VA information and information

systems to 1) Comply with all VA security policies, procedures, and practices; 2)

Take security awareness training on at least an annual basis; 3) Report all actual

or suspected security and privacy incidents to the Information System Security

Officer (ISSO) or Privacy Officer of the facility and to their immediate supervisor

(in VA contracts contractors will be required to report security incidents to the



contracting officer and the contractor officer’s representative (COR), as identified
or directed in the contract, within one hour of discovery or suspicion); and 4) Sign
and acknowledge VA'’s Information Security Rules of Behavior for Organizational
Users (i.e., “VA National Rules of Behavior”) on an annual basis;

38 U.S.C. 5724, which requires VA, in the event the Secretary determines there
exists a reasonable risk for the potential misuse of sensitive personal information
involved in a data breach, to provide credit protection services, as well as
notification to the affected individual;

38 U.S.C. 5725(a)-(c), which requires the Secretary to ensure that if a contract is
entered into for the performance of any Department function that requires access
to sensitive personal information include, as a condition of the contract, that a
contractor shall not, directly or through an affiliate of the contractor, disclose such
information to any other person unless the disclosure is lawful and is expressly
permitted under the contract. This statute also requires the contractor, or any
subcontractors under the contract, to promptly notify VA (within one hour of
discovery or suspicion) of any actual or suspected data breach that occurs with
respect to sensitive personal information. It further requires that each such
contract is subject to liquidated damages to be paid by the contractor to VA in the
event of a data breach of any sensitive personal information processed or
maintained by the contractor or any subcontractor under the contract. Such
liquidated damages will be used for the purpose of VA providing credit protection
services;

40 U.S.C. 121(c), which authorizes the head of each executive agency to issue
orders and directives that the agency head considers necessary to carry out the

FAR;



40 U.S.C. 11319(b)(1)(C), which stipulates that a covered agency other than the
Department of Defense may not enter into a contract or other agreement for
information technology or information technology services, unless the contract or
other agreement has been reviewed and approved by the Chief Information
Officer (CIO) of the agency, and that permits VA to use the governance
processes of the VA to approve such a contract or other agreement if the VA CIO
is included as a full participant in the governance processes. It also further
permits that for a contract or agreement for a non-major information technology
investment under this authority, the CIO may delegate the approval of the
contract or agreement to an individual who reports directly to the CIO;

41 U.S.C. 1121(c)(3), which speaks to the authority of an executive agency
under another law to prescribe policies, regulations, procedures, and forms for
procurement that are subject to the authority conferred to the Administrator of the
Office of Federal Procurement Policy, as well as other sections of Title 41, Public
contracts, as cited in (c)(3);

41 U.S.C 1303, an updated positive law codification to reflect additional authority
of the VA as an executive agency to issue regulations that are essential to
implement Governmentwide policies and procedures in the agency, as well as to
issue additional policies and procedures required to satisfy the specific needs of
the VA;

41 U.S.C. 1702, which addresses the acquisition planning and management
responsibilities of Chief Acquisition Officers and Senior Procurement Executives,
to include implementation of unique procurement policies, regulations and
standards of the executive agency; and

48 CFR 1.301 through 1.304, which authorizes agencies to issue acquisition

regulations that implement or supplement the FAR.



We propose to add 839.000, Scope of part, stating that the purpose of the part is
to prescribe acquisition policies and procedures for use in acquiring information
technology supplies, services and systems, and that it applies to both VA procured
information technology systems as well as Interagency Acquisitions defined in FAR part
17 and VAAR part 817.

We propose to add subpart 839.1—General, with no text, and with the following
sections within the subpart:

We propose to add 839.101, Policy, which identifies directives, security
requirements, procedures and guidance that apply to all VA contracts and to VA
contractors and subcontractors providing products, and contractors, subcontractors, and
third-parties, in the performance of contractual obligations to VA when providing
information technology related services.

We propose to add 839.105, Privacy, as a header only with no text.

We propose to add 839.105-70, Business Associate Agreements, information
technology-related contracts and privacy, to address a key requirement that business
associate agreements shall be executed whether for VHA directly as the only VA
“Covered Entity” or for other contracts and agreements issued by other VA
administrations and staff offices in support of VHA where contractors, subcontractors,
business associates and their employees may have to access, receive or create VA
sensitive information or sensitive personal information, on behalf of VHA, in order to
provide certain health care operation services. (See 802.101 for the definition of
information technology-related contracts.)

We propose to add 839.105-71, Liquidated damages—protection of information
in information technology related contracts, in contracts for goods and services, to

address the statutory requirement to include a liquidated damages clause as prescribed



in 811.503-70(a) in contracts where access to sensitive personal information is provided
by the VA or on its behalf.

We propose to add 839.106-70, Information technology security and privacy
contract clauses, to prescribe the use of the following clauses:

In paragraph (a), contracting officers shall insert the clause at 852.239-70,
Security Requirements for Information Technology Resources, and the clause 852.239-
71, Information Technology Security Plan and Accreditation, in all solicitations, contracts
and orders exceeding the micro-purchase threshold that include information technology
services.

In paragraph (b), clause 852.239-72, Information System Design and
Development, would be required to be inserted in solicitations, contracts, orders and
agreements where services to perform information system design and development are
required.

In paragraph (c), clause 852.239-73, Information System Hosting, Operation,
Maintenance or Use, would be required to be inserted in solicitations, contracts, orders
and agreements where services to perform information system hosting, operation,
maintenance or use are required.

In paragraph (d), clause 852.239-74, Security Controls Compliance Testing,
would be required to be inserted in solicitations, contracts, orders and agreements when
the clauses at 852.239-72 or 852.239-73 are inserted.

We propose to add subpart 839.2—Information and Communication Technology,
with no text, and the following sections within the subpart.

We propose to add 839.201, Scope of subpart, to state that the subpart applies
to all procurement of information and communication technology (ICT) supplies,

services, and information and to require compliance with Section 508 standards.



Section 508 standards now refer to ICT in lieu of electronic and information technology,
so VA is adopting the same terminology.

We propose to add 839.203, Applicability, to require submission of a VA Section
508 Checklist when required in VA solicitations, and to provide a website to help
businesses ensure compliance with VA Section 508 Standards. This would assist VA in
the evaluation of offeror’s proposals when an acquisition involves the acquisition of
information technology or the furnishing of services related to acquisition of information
technology as defined in this part. The form will be available either in solicitations or via
the website link identified.

We propose to add 839.203-70, Information and communication technology
accessibility standards—contract clause and provisions, to prescribe new solicitation
provision 852.239-75, Information and Communication Technology Accessibility Notice,
and new contract clause 852.239-76, Information and Communication Technology

Accessibility, which requires the use of the VA Section 508 Checklists.

VAAR Part 852—Solicitation Provisions and Contract Clauses

We propose to add clause 852.204-71, Information and Information
Systems Security, that would require contractors, subcontractors, their
employees, third-parties, and business associates with access to VA
information, information systems, or information technology (IT) or providing
and accessing IT-related contracts (see 802.101), shall adhere to VA Directive
6500, VA Cybersecurity Program, and the directives and handbooks in the VA
6500 series related to VA information (including VA sensitive information and
sensitive personal