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DEPARTMENT OF THE TREASURY

Office of Foreign Assets Control

[Case ID: CYBER2-17275]

Notice of OFAC Sanctions Action

AGENCY: Office of Foreign Assets Control, Department of the Treasury.

ACTION: Notice.

SUMMARY:: The Department of the Treasury’s Office of Foreign Assets Control (OFAC) is
publishing the names of one or more persons that have been placed on OFAC’s Specially
Designated Nationals and Blocked Persons List (SDN List) based on OFAC’s determination that
one or more applicable legal criteria were satisfied. All property and interests in property subject
to U.S. jurisdiction of these persons are blocked, and U.S. persons are generally prohibited from

engaging in transactions with them.

DATES: See Supplementary Information section for effective date(s).

FOR FURTHER INFORMATION CONTACT:

OFAC: Associate Director for Global Targeting, tel.: 202-622-2420; Assistant Director for
Sanctions Compliance & Evaluation, tel.: 202-622-2490; Assistant Director for Licensing, tel.:

202-622-2480; Assistant Director for Regulatory Affairs, tel.: 202-622-4855.
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SUPPLEMENTARY INFORMATION:

Electronic Availability

The Specially Designated Nationals and Blocked Persons List and additional information
concerning OFAC sanctions programs are available on OFAC’s website

(https://www.treasury.gov/ofac).

Notice of OFAC Action(s)

On March 2, 2020, OFAC determined that the property and interests in property subject to U.S.
jurisdiction of the following persons are blocked under the relevant sanctions authority listed

below.

Individuals:

1. LI, Jiadong (Chinese Simplified: ZZF %<) (a.k.a. "blackjack1987"; a.k.a. "khaleesi"), Anshan,
Liaoning, China (Chinese Simplified: #2111, 1 7%, China); DOB 10 Jan 1987; nationality China;
Gender Male; Digital Currency Address - XBT 1EfMVkxQQuZfBdocpJu6RUsClvenQWbQyE; alt.
Digital Currency Address - XBT 17UVSMegvrzfobKC82dHXpZLtLcqzW9stF; alt. Digital Currency
Address - XBT 39eboeqYNFe2VoLC3mUGx4dh6GNhLB3D2g; alt. Digital Currency Address - XBT
39fhoB2DohisGBbHvvfmkdPdShT75CNHdX; alt. Digital Currency Address - XBT
3E6rY4dSCDW6yY2bzJNwrjvTtdmMQjB6yeh; alt. Digital Currency Address - XBT
3EeR8FbcPbkcGj77D6ttnelxmsr3Nu7KGV; alt. Digital Currency Address - XBT
3HQRveQzPifZorZLDXHernc5zjoZax8U9f; alt. Digital Currency Address - XBT
3JXKQ81JzBqVbB8VHdAV9Jtd7auWokkdPgY; alt. Digital Currency Address - XBT
3KHfXU24Bt3YD5Ef4)7uNp2buCuhrxfGen; alt. Digital Currency Address - XBT
3LbDulrUXHNyiz4i8eb3KwkSSBMf7C583D; alt. Digital Currency Address - XBT
3MN8nYoltt5hLxMwMbxDkXWd7Xu522hb9P; alt. Digital Currency Address - XBT
3N6WeZ6i34taX8Ditser6LKWBcXmt2XXL4; Secondary sanctions risk: North Korea Sanctions
Regulations, sections 510.201 and 510.210; Phone Number 8613314257947; alt. Phone Number
8618004121000; Identification Number 210302198701102136 (China) (individual) [DPRK3]
[CYBER2] (Linked To: LAZARUS GROUP).
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Designated pursuant to section 1(a)(iii)(B) of Executive Order 13694 of April 1, 2015,
“Blocking the Property of Certain Persons Engaging in Significant Malicious Cyber-
Enabled Activities,” as amended by Executive Order 13757 of December 28, 2016,
“Taking Additional Steps to Address the National Emergency With Respect to
Significant Malicious Cyber-Enabled Activities,” (E.O. 13694, as amended), for having
materially assisted, sponsored, or provided financial, material, or technological support
for, or goods or services to or in support of, an activity described in subsection (a)(ii)(D)
of Section 1 of E.O. 13694, as amended.

Designated pursuant to Section 2(a)(vii) of Executive Order 13722 of March 15, 2016,
“Blocking Property of the Government of North Korea and the Workers’ Party of Korea,
and Prohibiting Certain Transactions With Respect to North Korea” (E.O. 13722) for
having materially assisted, sponsored, or provided financial, material, or technological
support for, or goods or services to or in support of, LAZARUS GROUP, a person whose
property and interests are blocked pursuant to E.O. 13722.

TIAN, Yinyin (Chinese Simplified: FHEE ) (a.k.a. "snowsjohn"; a.k.a. "tianyinyin0404"), Nanjing,
Jiangsu, China (Chinese Simplified: BAIR, SL75, China); DOB 12 Jul 1986; nationality China; Email
Address 417136259@qq.com; Gender Male; Digital Currency Address - XBT
134r8iHv69xdT6p5qVKTsHrcUEUBVZAYak; alt. Digital Currency Address - XBT
15YK647qtoZQDzNrvY6HIL6QWXduLHfT28; alt. Digital Currency Address - XBT
1PfwHNxUnkpfkK9MKjMqzR3Xq3KCtq9u1l7; alt. Digital Currency Address - XBT
14kqryJUxM3a7aEil17KX9hoLUw592WsMR; alt. Digital Currency Address - XBT
1F2Gdug9ib9NQMhKMGGJczzMk5SUENoqrp; alt. Digital Currency Address - XBT
3F2sZ24jbhvDKQdGbHYPC6ZxFXEau2m5Laqj; alt. Digital Currency Address - XBT
1AXUTu9y3H8w4wYx4BjyFWgRhZKDhmcMrn; alt. Digital Currency Address - XBT
1HN9ErTCPRP6j5UDBeuXPGuq5RtRjFIxJQ; Secondary sanctions risk: North Korea Sanctions
Regulations, sections 510.201 and 510.210; Phone Number 8613621583465; Identification
Number 321284198607120616 (China) (individual) [DPRK3] [CYBER2] (Linked To: LAZARUS
GROUP).

Designated pursuant to section 1(a)(iii)(B) of Executive Order 13694, as amended, for
having materially assisted, sponsored, or provided financial, material, or technological
support for, or goods or services to or in support of, an activity described in subsection
(@)(i1)(D) of Section 1 of E.O. 13694, as amended.

Designated pursuant to Section 2(a)(vii) of Executive Order 13722 for having materially
assisted, sponsored, or provided financial, material, or technological support for, or goods
or services to or in support of, LAZARUS GROUP, a person whose property and
interests are blocked pursuant to E.O. 13722.
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Dated: March 2, 2020.

Andrea Gacki,
Director,
Office of Foreign Assets Control.

BILLING CODE 4810-AL

[FR Doc. 2020-04528 Filed: 3/4/2020 8:45 am; Publication Date: 3/5/2020]
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